
The "Gotchas" of Splunk!

Simple mistakes to make that are easy to overlook,

difficult to diagnose, and cause significant problems

which, in the worst-case scenario, could even get you fired!
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What's a "Gotcha" anyway?

"Reports that say that something hasn't happened are always interesting to 

me, because as we know, there are known knowns - there are things we 

know we know.  We also know there are known unknowns - that is to say we 

know there are some things we do not know. But there are also unknown 

unknowns - the ones we don't know we don't know. And if one looks 

throughout the history of our country and other free countries, it is the latter 

category that tend to be the difficult ones."

ïUnited States Secretary of Defense Donald Rumsfeld in answer to a 

question at a U.S. Department of Defense (DoD) news briefing on February 

12, 2002 about the lack of evidence linking the government of Iraq with the 

supply of weapons of mass destruction (WoMD) to terrorist groups.
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Gotcha #1: The negative & insensitive world of SPL

SPL Result ("NOT" is NOT the same as "!=")

NOT gregg

NOT "Gregg"

NOT GrEgG

Drops events containing string 'gregg' any where/case.

(Keeps events only if '_raw' does NOT contain 'gregg';

some fields may have value 'gregg'.)

NOT user=gregg

NOT user="gregg"

NOT user=gReGg

Drops events where field 'user' exists AND has value 'gregg'

BUT ALSO keeps events where field 'user' does not exist!

(Drops events even if '_raw' contains 'gregg'.)

user != gregg

user != GregG

Drops events where field 'user' exists & has value 'gregg'

BUT ALSO drops events where field 'user' does not exist!

(Drops events even if '_raw' contains 'gregg'.)

NOT "user=gregg"

NOT "User=GrEgg"

Drops events containing string 'user=gregg' any where/case.

(Keeps events where field 'user' has value 'gregg',

unless '_raw' also contains 'user=gregg'.)
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Gotcha #2: Where is the Sensitivity?

THE SETUP: You are trying to count very particular events:

sourcetype=MyEvents MyField= "MyCaseSensitiveValue" | stats count

THE PROBLEM: You are receiving too many results and your investigation 

reveals it is because your base search is polluted by false-positive (case-

insensitive) matches.
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